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Notice of Redaction Responsibility

Attorneys filing redacted documents in CM/ECF must use care to ensure that PDF
documents are free from any hidden data that may contain redacted information by
carefully editing and permanently “removing” confidential references or offensive
material.

Improper redaction may result in confidential information being exposed. Improper
redaction is any attempt at blocking sensitive information that only blocks visible text, but
leaves the underlying content accessible.

Attempting to redact sensitive information using the techniques listed below leave the
original text in place and it can be revealed:

1. Changing the font to white does not make the words disappear.

2. Using tools to “black-out” the text does not make the words disappear.
3. Word Processors such as Microsoft Word or WordPerfect retain hidden
information called metadata that can reveal information about the

document.
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